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m Chéng Lira Pao

) Toan Trong Ta

WHO ARE WE?

TiMRA LO HONG BAO MAT WEB
Apple, Verizon

Threat Hunter
Trung tdm giam sat an toan khéng gian mang Quoc gia Viét
Nam (NCSC)

CEO - CoFounder
Chongluadao.vn - du an phi Igi nhuéan bao vé cdng dong mang
Viét Nam

Threat Contributor
Anti Phishing Working Group (APWG), VirusTotal,
ScamAdviser, PhishTank and URLScan.io

Ng6 Minh Hiéu(a.k.a Hieupc)




EB CYBER
yJUTSU Manh Luat, Co-Founder CyberdJutsu

WHO ARE WE?

TIMRA LO HONG BAO MAT
Google Chrome, Firefox.

OUAN QUAN
Cudc thi Cyber Seagame 2015

CUUKY SUBAOMAT
Trung tam Ung cuu su c6 Microsoft (Anh Quoc)

CUU SECURITY RESEARCHER
Tencent KeenLab (Thugng Hai, Trung Quoc)

GIAI BA
CTF DEFCON 2017(Las Vegas, My)
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Ransomware Supply Chain Attack Artificial Intelligence
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LNO good one
Luat Nguyen, 2022-11-30T13:38:10.143

LN1 hinh nay khéng hay, ki€u chua thé hién dc véi cling nhiéu chi tiét qué, hoi réi
Luat Nguyen, 2022-11-30T716:50:34.382

LN10 a can hinh clean hon nita
Luat Nguyen, 2022-11-30T17:05:09.326



Thu ké x&u nham t6i 1a tién cta ban...khong phai di liéu
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RANSOMWARE GANG RANSOMWARE AS A SERVICE




RANSOMWARE AS A SERVICE

MUc gia mua dugc mot con Ransomware dé tha vao mét doanh nghiép |a:

40 - 150 USD

(980.000 VND - 3.6tr VND)




NGANH NAO NAO DANG
CHIU SU RINH RAP CUA RANSOMWARE?
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05 CASE STUIES TRA TIEN CHUOGC RANSOMWARE CAO NHAT

Brenntag 4.4 trieu USD
Colonial Pipeline =5 4.4 trieu USD
CWT Global 2> 4.5trieuUSD
JBS Foods 1 triéu USD
CNA Financial 40 triéu USD



MalwareHunterTeam @malwrh... - 8h
"Rechnung.pdf.exe":
aea3120fc4cbe27b9ae7e76b2729cd5add
f9ee0f89536356473a48682afebf7f
From: http://79.220.199[.]151/
Rechnung.pdf.exe
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NHO ANH GIUP B3 LAY LAI DU LIEU Bl HACKER TAN CONG (i o= I

& Wed, Sep 21, 2:53 PM
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¥p Vietnamese + > English v Translate message Turn off for: Vietnamese x
Dear anh Hiéu,

Em da ib anh qua fb a. Em dén tir cong ty TNHH Tu vér bén em Ia cong ty chuyén cung cap dich vu ké toan va hach toan trén misa théng
qua 1 may chi. Hién may chd nay cia bon em dang bi hacker tén cdng tng tién nhung do phi cao nén sép em hién khéng muén chi tra va yéu ciu bon em book
lai nhitng di¥ liéu khang restore duoc. Cé vé nhu mdy chii ciia bon em bi tin céng béi viruss Lockbit black ctia nhém Ransomware. Em muén nhé anh cé thé gitp
d& hé tro bon em ciru lai dif liéu may chi da bi hacker mé héa duoc khong a?

Em gixi anh kém anh c6 ghi néi dung trao d6i ciia nhém hacker dén bén em, trén d6 c6 chat it thdng tin vé nhom hacker a.

Do han ché vé hiéu biét ddi véi linh vurc IT ma nhifng gi em trinh bay c¢6 thé kho hidu hoc chua chinh xdc v& mat chuyén mén, mong anh théng cam gitp em a
Néu anh cén thém bt cir théng tin gi vui long phan héi dén em a, em s& ¢b géng cung cap tét ca nhirg gi cé thé a.

Rt mong nhan duoc sy gitip d& cta anh al Ransomware ENERED inbox x

Thanks & Best Regard,

Xp Vietnamese * > English v  Translate message

Chao anh Hiéu va Team.

-

€@ viet Nam Ciing B2 C6 Nhidu Ngus

i Cau Cu Hieupc

L4

Unknown Collection
by Kie.Tr
2022-11-29 02:45:12 UTC

Emotet Collection
by Kie.Tr
2022-11-29 03:09:16 UTC

RemcosRAT Collection
by Kie.Tr
2022-11-30 03:15:30 UTC

SharpPanda Collection
by Kie.Tr
2022-10-24 06:34:08 UTC

'Q

Tue, Sep 6, 1123 PM

SnakeKeylogger Colle...
by Kie.Tr
2022-10-22 02:07:21 UTC

FormBook Collection
by Kie.Tr
2022-11-28 03:25:59 UTC

AgentTesla Collection
by Kie.Tr
2022-11-07 08:03:54 UTC

Bookworm Trojan Coll...
by Kie.Tr
2022-09-30 08:45:13 UTC
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Turn off for: Vietnamese x

Minh xin 18i & mao mudi g&i email t6i anh va team ciia anh. Anh vui long danh chut théi gian doc tin nhan nay gitip minh. Chuyén Ia may chu céng ty minh bi
nhiém virus ransomware. Toan b dif liéu 4 bi ma héa. Minh thdy duéi ciia virus ndy 1a J7ZnvGj9J. Tir ltc phat hién virus minh @ tit may chd va thdo mang ra réi.
R4t mong anh Hiéu v&i sur hiéu biét ciia minh c6 thé xem qua va gii thidu gitip minh noi nao cé thé phuc hdi dif liéu nay duoc khdng anh? Minh d3 tuyét vong
cling cuc rdi mai lidu minh 1&n ddy héi anh Hiéu.... R4t mong anh cho minh con duwéng sang... Cam on anh ngan lan... Xin I6i a3 lam phién anh a...

Kind regards
Hoang
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Vi du: Food Supply Chain
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Né&u ban st dung mot trong sé cac kho phan mém sau:

DNS, PKI, Cloud Provdiders, VPN, ISPs, CDN, Github, Dropbox, Docker,
NPM, PIP, Composer, ClI/CD, Java Marven, Phan mém ké toan...

Thi ban dang nam trong mét (hoéc nhiéu) Supply Chain!
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Real-World Case Studies

%3 Maven

CPU processor Firmware Third-Party Software
(Meltdown/Spectre) (SolarWinds Attack) (Log4j)




Case Study 1: L6 hong nam trong chip CPU __|<C
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Supply Chain Attack
Kaseya (MSPs) attack diagram

>1500

may tinh tu 60 khach hang cla Kaseya

$70m

s6 tién bang dang REvil doi chudc
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vx-underground
@vxunderground
Meet Yaroslav Vasinskyi ("Mr Rabotnik"), aged 22. He was

an affiliate of REvil and is believed to be involved in the ‘ i \ WANTED
Kaseya supply chain attack. ‘
BY THE FBI

“If they tell you nasty things about me, believe every word,”

-Yaroslav Vasinskyi YEVGYENIY IGORYEVICH
*Images of Yaroslav when he was approx. 19 POLYAN I N

A | A

Conspiracy to Commit Fraud and Related Activity in Connection with Computers; Intentional Damage
to a Protected Computer; Conspiracy to Commit Money Laundering

DESCRIPTION

Allases: Yevhgyenly Polyanin, Yevgeniy Polyanin, Yevgveniey Igorevich Polyanon, Evegnil Igorevich Polianin, Evgeniy Polyanin, Evgeniy Igorevich Polyanin,
"lk-404"

Date(s) of Birth Used: March 4. 1993 Place of Birth: Russia

Sex: Male Race: White
Nationality: Russian

REMARKS

Paolyanin is believed to be in Russia. possibly in Barnaul, and is one of many Sedinokibi/REvil ransomware affiliates.

3:50 AM - Nov 9, 2021 - Twitter Web App

122 Retweets 32 Quote Tweets 466 Likes




Thang 01/2022

REvil Ransomware Gang
bi bat béi chinh quyén Nga!



Meinhat @ Tintheo khu VIEC |nternational Pang nhap

vN[BXPRESS
sbhoa

Website tai Unikey gia mao bi danh sap

Cong nghé » Bao mat Thie nam, 17/2/2022, 18:00 (GMT+7)

Unikey.vn - website duoc nhigu ngudi truy cap dé tai phan mém gd tiéng Viét - hién da
bi khoa.

Chuyén gia bao mat Ngd Minh Hiéu, nha sang lap dy 4n Chong ltra dao, khang dinh
unikey.vn & website mao danh, nén da lién hé voi don Vi quan ly tén mi&n nay ngan

chan.

»g&n quan 1y tén mi&n cho biét nhidu 1an canh bao gén chi website nhung khong ¢

dAu higu hop tac. Hién ho ga knoa tén mién noi trén", 6ng Hiéu noi.

Truy cap website co

Unikey.vn hién da bi knoa tén mién. Anh: Luu Quy

SUPPLY CHAIN ATTACK
TAI VIET NAM




SUPPLY CHAIN ATTACK TAI VIET NAM
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This PC

> Local Disk (C:) > PMKT_FAST

~

DATA

Globeimposter-Alpha865gqz
bak.Globeimposter-Alpha865qqgz
kGlobeimposter-Alpha8t5qqz

stup (1).exe.Globeimposter-Alpha86s...
021.bak Globeimposter-Alpha865qqz
r.Globeimposter-Alpha865qqz

Credit: https://www.techsignin.com/phan-mem-ke-toan-viet-nam-dinh-ransomware/




“Viét trén trang ca nhan cdia minh, anh Lé Nguyén Khang - Trudng phong An toan
thong tin VCCorp cho biét kha nang cao mot s6 cong ty phan mém ké toan dang bi
tan cong nham vao chubi cung ing (Supply-chain) dé phat tan ransomware.”

Ong Than Trung Nghia - Gidm d6c cong ty vHost nhan dinh 16i nay c6 thé do chua kip

cap nhat ban va bao mat tu Microsoft cho cac may chu chay Windows.
Vao ngay 12.4, Microsoft da cap nhat ban va 16i CVE-2022-26809, mét 16 hong
nham muc tiéu vao cac may chi Windows.




MIS Sanphém v  Kiénthuc v  Hgp tac

TIN CAY-TIEN [CH-TAN TINH
Két qua sau khi phan tich, diéu tra nhu sau:

1. Hé théng cap nhat phan mém cla MISA SME va tat ca cac phan mém khac do MISA cung cap
khéng chira bat ky dau hiéu bat thudng nao gay ra tan cdng méa hoa dit liéu trén may chi cla

khach hang.

2. May chl ctia khach hang hoac cac may chl thué hosting public ra ngoai Internet dé ngudi
dung truy cap va lam viéc ti xa déu khdng cé cac bién phap bao vé va trién khai khéng theo
khuyén cdo clia MISA vé viéc chi duge st dung MISA SME trong mang ndi bd, khéng str dung
online ra Internet. Viéc nay dan dén Hacker tan céng khai thac vao dich vu SQL public ra
Internet va ma héa dir liéu ca khach hang.

3. Déi vi cac may chi da bi tdn cdng ma hoa dir liéu, MISA dang lam viéc chat ché vdi Cuc

ATTT va VNCERT dé tim cac giai phap phuc héi dit liéu cho khach hang va sé lién tuc cap nhat

tinh hinh trén website misa.vn va cac kénh hd tro.

4. Khach hang dung MISA SME nhung khéng public may chi ra Internet déu khéng bi hacker
tan céng ma héa dir liéu truc tiép tu Internet.

Ho tro




ARTIFICIAL
INTELLIGENCE

NGi moi su that... dang dan bi bop méo




Vi du: S&rdung cng cu opensource dé train deepfake video
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LAWMAKERS WARN "DEEPFAKE" VIDEOS COULD THREATEN 2020 ELECTION | SN
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ARTIFICIAL INTELLIGENCE
DEEPFAKE VIDEO TAI VIET NAM



Méi day, chi Nguyén Thi Th. (ngu phuéng Linh Tay, TP. Tha Bdc, TP.HCM) bi Iira méat 20 triéu dong véi

hinh thirc goi video qua Facebook.

Theo d6, chi Th. dang lam viéc thi nhan dugc tin nhan ctd ban than qua Facebook hdi mwon 20 triéu déng

dé du tién dao han ngan hang. Nghi ngé Facebook ngui ban bi chiém tai khoan, lira dao nén chi Th. da

goi video dé kiém chirng.

Phia bén kia bat may, mé vj iIh. thdy mat ban nhung hinh &nh m&Jchép chénjva néi dang cén
tién gap. Khi chi Th. hdi sad hinh &nh m& fhi bén kia tra |&] "dang ving séng yéu". Ehi Th. tin tuéng,

chuyén 20 triéu dong vao sb tai khoan theo yéu cau.

Sau khi chuyén tién dwoc 30 phat, chi Th.Jdung dién thoai goi cho ¢d ban hadi tham thi méi biét minh da bi




Nhiéu nghé si tré bi ghép anh nhay cam, khiéu
dam trén Twitter

Kim Ngoc Nghién 03/04/2023 17:15 GMT+7

A &
o

Cong dong mang truyén tay nhau vé mot tai khoan Twitter ¢6 10.466 ngudi
theo doi dang tai nhitng hinh anh nhay cam, khiéu dam dugc cat ghép tir
hinh anh ctia cic nghé si néi tiéng. Rat nhiéu ngudi da vao xem dé thoa
man ban than va vang tuc.

Kiém tién bang cach ghép anh nhay cam theo yéu cau

La moét mang xa hoi khéng gidi han ndi dung nhay cam, vi vay Twitter ludn la
manh dat mau md cho nhirng ndi dung nhay cam, khiéu dam. Gan day,
ng truyén tay nhau mét héi nhdom mang tén “Fake Your...” thuong xuyén

dang tai hinh anh nhay cam cua cac ng mliéng. Vao trang nay, nguoi viét

khéng khoi ngd ngang khi hinh ad ' 5y Thir Hai, Son Tung
M-TP, Qudc Co, Quoc NghiépllKhoai Lang ... Gargc clit ghép thanh hinh Fa (

@) 1t o
' fem's =” ] .: » ‘ake urch2.0gay
Hanh trinh vao showbiz day gian nan cua
D.oo
. Tweet Tra Wi Phuang tign Lugt thich

Accphy "= o w



VNEXPR’ESB Thir tu, 10/5/2023 MGinndt (' Tin theo khu vire

é6cnhin Thé giéi Video Podcasts Kinhdoanh Khoahoc Giaditri Théthao Phapluat Gidoduc Sirc kh

40N

Deepfake gia giong giam déc, danh cap 35
triéu USD

M6t nhom Ira ddo dung cong nghé "deep voice" dé gia la Ianh dao doanh nghiép,

S0 hoa 0N

Itra mét ngan hang & UAE chuyén 35 triéu USD vao tai khoan riéng.

Mot quan Iy ngan hang & Cac tiéu vuong qudc Arab Théng nhat (UAE) nhan dugc
cudc goi tr mot ngurdi cd giong noi quen thudce, 1a giam déc mét cdng ty ma ong

dwoc thué dé diéu phdi quy trin
nhan dia chi nhan tié

Ngudi quan ly tinr ¥ yp 1€ va khg@au quy trinh chuyén khoan. Ong
hoan toan khéng b ‘ _ M cla mét am muu Ira déo cong
phu, trong dé cac nqga pie i oy deep voice", mot dang cua deepfake,
dé gia giong néi clia gfam dbc cong ty Ma.




THU BOAN LUA BAO
CUA TOI PHAM SU DUNG

CONG NGHE CAO

Mot sé cach dé nhan dién cudc goi gia mao video deepfake
Thai gian goi thuing rat ngan chi vai giay.
Khuén mat ngudi goi thiéu tinh cam xic va kha "trg” khi noi, hoac tu
thé trong lung tdng, khéng tu nhién, hodc hudng déu va co thé cta ho
trong video khang nhat quan vdi nhau...

GIAI PHAP NHAN BIET

Mau da clia nhan vat trong video bat thuting, anh séng ky la va béng dé khong

ding vi tri, video trong rat gia tao va khong tu nhién. .
| Am thanh sé khéng déng nhat vdi hinh anh, co nhiéu tiéng 6n bi lac vao clip )

hoac clip khéng cé am thanh.

Ngat may giira chirng vdi ly do mét séng, song yéu...

Mot s6 cach phong tranh truong hop bi cudc goi gia video deepfake

Han ché chia sé hinh anh hay video ca nhan lén trén mang.

Goi dién thoai ngay bang dién thoai thuting dé kiém chiing qua mét s6 cau hoi ca nhan.

Néu bi lam gia, nén thong bao ngay |ap tirc cho moi ngudi biét. Va bao |1én ca quan chic nang
tai canhbao.ncsc.gov.vn hay bao |én du an chongluadao https://chongluadao.vn

Nang cao nhan thirc vé nhan biét lira dao trén khéng gian mang tai: dauhieuluadao.com




Diéu gi xay ra khi ké xau lgi dung

tat ca phuong thic tan cong trén?



Ransomware




CAC DOANH NGHIEP TRONG THOI BAI 4.0
DANG CHIU NHIEU SUC EP TU CAC LOAI RUI RO KHAC NHAU!

g o g= Supply Chain Attack
L nh&m vao chudi cung ing cac
Nhan vién May tinh

phan mém, phan clng

E—g! ) 2 @
N o6

Cac t6 chic néi chung

Ngugi dung May chud

-
<

DeepFake
nham vao viéc Ilra dao va - ,

phéat tan dén con ngudi



Modify your code so that it changes Windows desktop wallpaper to a file or my choosing,
and leaves a copy of a text file of my choosing in every directory where it encrypts files.

Modifying the code to change the Windows desktop wallpaper and leave a text file in
every directory where files are encrypted would require some additional functionality to
be added to the existing code. Here's an updated version of the code that includes these

features:

] copy code

FILE_TYPES_NUM 5

CHATGPT'S ENDGAME



KE XAU THEM SUC MANH VOI Al

2 Weaponization
Realistic false content is created
with Al-enabled software.

1 Reconnaissance
An adversary identifies target
attributes and monitors

online platforms.




S0 ARE WE LOSING?



NGUOI TOT THEM SUC MANH VOI Al

Al in CyberSecurity
Faster Phishing __Behavioural

 Detection ~ Detection | Analytics

Network Secure Preventing

Security Authentication Online Frauds




Doanh nghiép nén lam gi trong nam 2023-??7?

Ngan/Trung han Ov|| DaiHan
N4 . gvd, T 3
(vaccine) av(; (liéu trinh, theo doi)

Up-to-date patch (ban va)

Nhan luc chuyén mon

Backup day du Training nhan thuc an toan

Hé thdong theo doi Nhan su tu van tu cac chuyén gia

Multi Factor/ Zero Trust Khée tu bén trong (dau tu)

Anti-Phishing system



m Chéng Lira Pao

An Toan Trong Tam Tay

Nang cao nhan thuc cho nquai dung

Anti-Phishing dugc cap nhat lién tuc

RANSOMWARE . B
ATTACK

o | lo Phishing Attack
% |
’Q
'O
e, |
450 Bruteforcing L

Employee Computers

& Service / Devices

CYBER
JUTSU

We Make Security Easier To Learn

Pao tao nhan luc chuyén mén

Khée tu bén trong, tu tao vaccine

Software Exploit Tl
Hardware Exploit l

I

Third-Party Libraries l

Exploit

o SUPPLY CHAIN
ATTACK



5 Y ; CYBER
m Choéng Lura Pao JUTSU

We Make Security Easier To Learn

THANK YOU!

(AND BE SAFE ON CYBER SPACE)

An Toan Trong Tam Tay



