Pa Pén luc Doanh nghiép Can
Nghiém tuc Can nhac vé

X

‘nguyén so

« Lién tiép cac cudc tAn cong mang nham vao coéng ty chibtng S6 vu tdn cong mang tai Viét Nam
khoan, céng ty bao hiém va chudi ctra hang xang dau — 2019 - 2023 it
noi chira hang triéu théng tin di¥ liéu ca nhan cua khach '

5 10,105
hang, nha dau tu, va ngudi tiéu dang. 9,176 29

Thoi diém cubi nam 2023, hai startups “ky lan” hoat dong
trong Iinh vre Blockchain cta Viét Nam da phai trai qua
néi kinh hoang cla tan céng mang.

Trén thé gi6i, cac vu tong tién ransomware tiéu biéu phai k&

dén nha may san xuat 6 t6 Han Quéc (USD 20 triéu), cong ty 2019 2020 2021 2022 2023
d4u gia ctia Uc (USD 30 triéu), nha may san xuét cdng nghé
cao Pai Loan (USD 50 triéu) va céng ty cung cAp phan mém
cia My (USD 100 triu).

Nguén: Bé Théng tin va Truyén Thong

Téng sb vu tAn cong an ninh mang ting Chi phi tén that gay ra b&i tAn cong ransomware téng
tlr 2019 dén 2023 tlr 2019 dén 2023
Canh bao t&n c6ng B6 Céng An phat hién ting Tién chudc ransomware
Quy 1/2024 (so v&i cung ky nam trudc) 2023
Ban ghi théng tin c& nhan bj danh cap Chi phi trung binh ctia méi vu ransomware
104 trié
riéu
2023 2023
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Top 5 Ruiro Cua

Céc To chirc Toan cau

1 Tén cong An ninh Mang/ L6 D liéu
2 Gian doan Kinh doanh

3 Kinh t& Cham Phuc hbi/ Phat trién
4

Khéng Thu hut hoac Gilr chan
dwoc Nhan tai

5  Gian doan Chudi Cung (rng

Nguén: Aon Global Risk Management Survey 2023
Tim hiéu Top Rui ro clia céc t6 chirc tai Viét Nam.

An ninh Mang da luén 1a méi quan tdm hang du cla
cac td chirc va cong ty toan cdu tir nam 2017 va dwoc
dw doan sé tiép tuc 1a rdi ro hang dau téi nam 2026.
Tan coéng An ninh Mang ciing 1& mét trong sb cac
nguyén nhan dan dén céc rdi ro hang dau khac nhw
Gian doan Kinh doanh va Gian doan Chubi Cung tng.

The Cyber Loop
An ninh Mang Bén virng

Panh Gia

Théu hiéu sau séc va co dinh

lwong dé quyét dinh tét hon
*

Phuc Hoi

Thuc day phuc hoi @
tdn that tai chinh

va van hanh

An Ninh Mang

Bén Virng

*
Chuyén Giao

B&o vé can can tai chinh bang
Giai phap Bao hiém

Tim hiéu thém vé Aon’s Cyber Loop.

Hoé so Rui ro

Rui ro gian doan

Gia tang vé sb hoa, tw
dong héa, nén tang truc
tuyén lam tang nguy co
bi ngwng tré hoat dong
kinh doanh khi hé théng
bi xdm nhap trai phép.

Rui ro nha cung cap

R0i ro mang khéng ton tai
trong in trwong doc lap.
Mat 16 hdng an ninh trong

san phadm ctia mét nha
cung cap c6 thé dan dén
tac dong dang ké trén
toan bd Chudi Cung tng.

Giam Thiéu

Xay dwng kha nang
phuc hdi va giam
thiéu tac dong

Rui ro 16 di¥ liéu

Gia tang thu thap, xt ly,
va lwu trir dir liéu nhay
cam, co gia tri ctia khach
hang lam tang nguy co bi
16 thdng tin khi hacker
tan cong.

Quy dinh Phap luét lién quan
Nghi dinh 13/2023/ND-CP
vé bao vé di¥ liéu ca nhan.
Dw thdo ché tai x&» phat c6
thé& ap dung mrc phat téi
da 5% téng doanh thu.

Bao Hiém An Ninh Mang
Chi Tra

Chi phi ctia Khach hang

- Diéu tra sy ¢

* Thoéng bao va Theo ddi

« Truyén théng va Quan hé coéng chiing
« Tw van phap ly

Tén that Doanh thu

* Gian doan Kinh doanh
+ Gian doan Chubi Cung (rng
* Chi phi phu troi

Trach nhiém vé&i Bén thir ba

Lo théng tin khach hang

+ Hé théng khéng ddm bao an ninh

« Trach nhiém v&i san pham truyén théng
» Chi phi bao chira trwéc toa

Chi phi khéac

« Tra tién chudc tong tién qua mang
+ Tén thét tai san vé hinh

« Chi phi bao chira trwéc toa

+ Chi phi va tién phat (trong pham vi phap Iuat
cho phép)


https://www.aon.com/en/insights/reports/global-risk-management-survey/top-risks-facing-life-sciences-organizations
https://www.aon.com/2023-global-risk-management-survey/vietnam/en
https://www.aon.com/cyberloop/default
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Tinh Huéng Thwe Té: Pon Bao Hiém Bao Vé Doanh Nghiép

Nhw Thé Nao Trong Tinh Huéng Tan Céng Mang

H6 so tinh huéng

Dinh ché tai chinh (Céng ty chirng khoan) | Doanh thu (2023): VND 6.500+ ty | Loi nhuan sau thué (2023): VND 2.000+ ty

Sw Cb Tan Coéng Mang

+ Cong ty bj tan cong boi mét nhom
tan cong chuyén nghiép, ma hoa
tat ca div liéu ctia cong ty

« Tin t&c tAn cong khién toan bo
nén tang giao dich clia cong ty
tam thoi khong thé dang nhap
dwoc

+ Sw cb kéo dai trong nam ngay
lam viéc

Tén Thét

 Chi phi thué cac chuyén gia an
ninh mang dé diéu tra, khac phuc
sw ¢, va dwa hé thdng vé& trang
thai ban dau

+ Ton that doanh thu gay ra do
Gié‘n doan Kinh doanh kéo dai
nhiéu ngay

- Tién chudc ransomware
cho hacker

« Rai ro ti&m an: 16 théng tin, d
liéu ca nhan cua bén th ba
(khach hang/ nha dau tw) ddng
thoi nha dau tw do khong tham
gia duwoc cac phién giao dich dan
dén tdn that tai chinh lam téng
nguy co kién tung. Phat sinh thém
chi phi bao chira va kién tung

— @ Pén bu tén that doanh thu do

Pon Bao Hiém Kich Hoat

SR &) Chiphi xir ly s cb: bao gébm

Chi phi tw van & dam phan
ransomware, phi diéu tra va tw
van luat, phi x& ly khing hoang
va phi khéc phuc sy cb

Gian doan Kinh doanh
Chi tra tién chudc ransomware
cho hacker

Trach nhiém phap ly v&i bén
thtr ba (Trach nhiém quyén

riéng tw, Trach nhiém an ninh
mang): bao gém trach nhiém
bdi thwong, xt ly sw cd, chi phi
bién ho

Aon Toan Cau Cung Cép Giai Phap An Ninh Mang: Quan ly rui ro toan dién

Security Security Intelligence Quantifica- Broking Digital Investigation
Advisory Testing tion Forensics &
. Incident
| Lc N N Response

. Thir nghiém o
Danh gia hé thncong/ - Théongtin . Lwonghéa - Béovécan Phan (ng Tim ‘Ah'euh,
théng an ninh phong tha Chuyén sau ton that can tai chinh swch Nguon goc

_ DPanh gia va Tan dung Bao vé tb Lap md hinh Bao vé can Ung phd s Thuwe hién

S' kr,]éc phuc 16 th& nghiém chirc bang céc kich ban can tai chinh cb, kiém ) céc diéu tra

o hong bao va mé phoéng cach ap ton that va cula to chirc soat sv co, lién quan

c mat, xac dé hiéu rd dung céac ky kiém tra gi&i khdi cac tac bdo vé bang den tai

g dinh mdrc do hon vé diém thuat diéu han bao dong gay ra ching va chinh, ké

= sén sang yéu va tang tra truyén hiém dé b&i sy cb truyén dat toan va

|: trng pho va cwong kha théng vao nang cao mang thong tin tuan thua

N cai thién kha nang phong moi tru’()’ng chién lvoc hiéu qua

'6 nang phuc tha ky thuat so tai chinh gilra cac bén
hoi mang lién quan
Giam thiéu Virng tin Bao vé Chién lvgc Ca nhan hoa Bang chirng Tré lai
ri ro An tam thwong hiéu cho giai phap xac thuwc dwong dua

twong lai

Lien hé dé dwoc Tw van
bang Ngoc Lién

Giam déc Toan quéc

(+84) 946 599 629
dang.ngoc.lien@aon.com

Nguyén Nhat Hoang
Trwéng phong Cép cao
(+84) 39 8886101
hoang.n.nguyen@aon.com



Gi®i thiéu vé Aon

Aon plc (NYSE: AON) tén tai d& dinh hwéng qua trinh dwa ra quyét dinh theo hwéng tét hon
— gilp b&o vé va lam giau cho cudc séng cac cong dong trén thé gi¢i. Qua phan tich di liéu
chuyén sau dé dwa ra phwong an hanh déng, kién thirc chuyén mén vé Vén Rui ro va Vén
Con ngudi dwoc tich hop toan cau, va nhitng gidi phap tuy chinh phu hop cho tirng dia
phwong, cac ddng nghiép clia chiing téi tai hon 120 quéc gia va ving lanh thé mang lai sw
sang té va tw tin cho khach hang dé ho dwa ra nhirng quyét dinh tét hon vé rdi ro va con
ngwoi, nhdm bao vé va phat trién hoat déng kinh doanh.

Theo d6i Aon trén LinkedIn, X, Facebook va Instagram. Cap nhat théng tin méi nhét tai Tin
t&rc Aon va dang ky nhan théng bao tin tire tai day.

Cong ty TNHH Aon Viét Nam

Van phong Ha Ngi: Phong 1201, Tang 12, Tdéa nha HCO
44B Ly Thuong Kiét, Hoan Kiém, Ha Noi

V&n phong Tp. H5 Chi Minh: Tang 5, Toa nha Riverbank Place,
3C Ton Buc Théng, Quan 1, Tp. H& Chi Minh

The information provided in this document is made available on an “as is” basis for general information
only, without warranty of any kind. The information was compiled from sources that Aon Vietnam Ltd.
(“Aon”) considers to be reliable. Any name, character, business, place, event or incident used for
illustrative purposes is fictitious. Any resemblance to any actual person, business, place, event or
incident is purely coincidental. Unless stated otherwise in this document, any statements, figures,
calculations, plans, images and representations in this document are indicative only.

Aon does not warrant the accuracy, completeness or adequacy of any information herein. The
information in this document do not have regard to your specific objectives, financial situation or
particular needs and shall not be construed as an offer or solicitation to buy, sell or subscribe forany
product or service or to give

anyadvice.

You should neither act, nor refrain from action, on the basis of the information in this document. Any
reliance on the information by you is strictly at your own risk. To the extent permitted by law, Aon
disclaims all liability and responsibility for any loss, damage, cost or expenses incurred or suffered by you
caused by any such reliance and/or from any errors or omissions in the information. This document may
not be copied, reproduced, distributed or communicated to any party, either in whole or in part, without
Aon’s specific written prior consent.

This document is not intended for distribution to, or use by, any person or entity in any jurisdiction or
country where such distribution or use will be contrary to local law or regulation. All intellectual property
rights in this document and the information contained in this document shall remain our property and/or
where relevant, our contributors or relevant third parties.

Aon and its affiliates, directors, associates, connected parties, employees and/or representatives may
own or have aninterest in the products or services mentioned or referred to in this document. Before
making acommitmentto purchase any product or service, please seek advice from Aon or a
professional adviser regarding the suitability of the product or service for you, taking into account your
specific objectives, financial situation and/or particular needs. If you choose not to seek advice, you
should consider for yourself if the product or service is suitable for your specific risks and needs. All
insurance products are underwritten by the respective insurers identified in the insurance policy and not
by Aon.

Aon is not an insurer.


https://www.aon.com/home/index
https://www.linkedin.com/company/aon
https://twitter.com/Aon_plc
https://www.facebook.com/Aonplc
https://www.instagram.com/lifeataon/
https://www.aon.com/home/news.jsp
https://www.aon.com/home/news.jsp
https://aon.mediaroom.com/get-news-alerts-by-email
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