VNTSA Van phong Chi héi VNISA phia Nam

VIET AR INFORMATIO N SECURIT ASSOCIAT ON

MOT SO VAN BE COT LOI CUA AN TOAN THONG TIN

THAM CHIEU CHUAN Comptia Security+, CEH, CHFI, CASE

Tén khoa hoc: “Mét s6 van dé cét 16i ciia An toan théng tin”
2. Lich hoc: Khai giang thr 3, ngay 28/03/2023
a. Thoilwong: 20h/ 05 bubi
b. Thoi gian: 08:00 — 12:00, Thir 3, 5, 7 tir ngay 28/03/2023 — 06/04/2023
3. Théng tin Giang vién: Ths. Pham Dinh Théng, Trwdng B mdn Mang may tinh va An toan
thdng tin, Trwdng Bai hoc Ngoai ngly - Tin hoc TP.HCM
a. EC-Council Instructor
b. Giai thwéng Giang vién Bado mat ECC t6t nhéat toan cau 2021
4. NO&i dung khda hoc: Khdéa hoc duwgce xay dwng tr mét sb noi dung cbt 16i tr cac khoa hoc
Comptia Security+, CEH, CHFI, CASE va tir kinh nghiém gidng day ciing nhw thyc té cla
gidng vién. Cac nbéi dung chinh:
% Thu Thap Thong Tin
Thu thap théng tin dbi twong tAn cong theo phuwong thire thu déng
Thu thap théng tin dbi twong tn cong theo phwong thirc cha dong
Phan tich géi tin trong TCP/IP
Tim hiéu CVE

Quét I16i va phan tich két qua

® 20 T ®

< Nguy co’ va cac loai tdn cong trong mang ndi bo
a. Cac ng dung va giao thirc str dung trong LAN
b. Céac nguy co va cac loai tAn cong trong mang noi bd
i. Cac loai tAn cong cwc ky nguy hiém trong LAN
ii. Lam sao dé tan cong chiém quyén diéu khién windows 10, windows 11?
iii. Hacker vwot qua Windows Defender nhuw thé nao?
iv. Tan cong password trén windows va linux
v. S dung metasploit
+ Malware
a. Phan loai Malware
b. Giéi thiéu mot s malware hién hanh
c. Xu thé ctia malware
d. Cac phuong thirc 1ay nhiém, cac dac diém nhan dang
e. Gi¢i thiéu phan tich tinh
f. Gi¢i thiéu phan tich déng
< Diéu tra tan cong

a. Gidi thiéu diéu tra sb
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Steganography
Gidi thiéu diéu tra memory (phan tich diéu tra trén RAM va 6 cing)
Gidi thiéu diéu tra tAn cong mang

Gigi thiéu diéu tra malware

= 9® 20T

Phan tich logs
g. Gidi thiéu didu tra email
< Cac loai tan cong website va webserver
a. Phan loai tAn cdng website
i. Thuc thi tai Client
ii. Thuwec thitai Server
ji. Tén hai ngwoi dung
b. Gi¢ithiéu OWASP top 10
c. Mot sb loai tAn cong nguy hiém
i. SQLinjection

ii. XSS

ii. XXE

iv. Directory Traversal

v. CSRF/SSRF

vi. Authentication-Authorization

vii. JWT

d. Cac loai tan cbng trén webserver

i. Phan quyén

ii. Webbackdoor

iii. Vulnerable and Outdated Components

e. Cac phuong an phong chéng tan cong website va webserver

i. Lap trinh an toan

ii. Gidithiéu Web Application Firewall

5. Muc tiéu khoda hoc:

a. Mang t&i ngwdi hoc nhivng ndi dung cbt 16i vé ATTT dé cap nhat, nang cao trinh do va
kha nang thuc thi cdng viéc vé ATTT.

b. Nam bét dwoc nhirtng van dé quan trong nhét cia An toan théng tin (ATTT) nhw tan
cong trong mang ndi bo; tAn cong website va webserver; diéu tra s6, lam viéc véi ma
doc. Cac van dé trén la cac ndi dung quan trong nhat cia ATTT dugc chat loc tir cac
khoa dao tao ATTT nédi tiéng va tir kinh nghiém giang day ctia giang vién.

Puoc hwéng dan bdi gidng vién cé kinh nghiém trong gidng day va thyc té.

C6 kha nang van dung vao thuc té cong viéc ctia hoc vién.
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6. Quyeén lgi tham gia khoa hoc:
a. Duwoc dao tao bdi chuyén gia hang dau véi nhiéu ndm coéng tac trong linh vwc CNTT,
ATTT.
b. DPuoc gidi dap vé cac van dé cla khoa hoc, ké ca cac van dé khong dwoc lwa chon
trong khéa huén luyén.

c. DPuoc cép chirng nhan sau khi hoan thanh khéa hoc ttr Chi héi VNISA phia Nam

Chu y: Muc tiéu cta khéa hoc ciing nhw ndi dung khéng huéng téi huan luyén dé thi cac
chirng chi nhw Security+ hay CEH. Tuy nhién, khéa hoc ¢é thé gitip cho ngudi chuén bj thi
cac khéa hoc Comptia Security+, CEH, CHFI, CASE.

7. Débi twong khoéa hoc:
a. Ky sw/chuyén vién lam trong linh viec ATTT
b. Ky sw/chuyén vién mudn chuyén qua lam trong linh vuwc ATTT
c. Laptrinhvién
d. Ky sw Coéng nghé théng tin quan tam t&i van dé ATTT
e. Cac ky sw dang luyén thi cac chirng chi vé ATTT

8. Hinh thirc dang ky:

DPang ky trwc tiép qua https:/forms.office.com/r/yWULFLsPQu (Han dang ky dén hét ngay
27/03/2023)
9. Chirng nhan

Sau khi hoan tat khéa hoc, hoc vién sé& dwoc cap chirng nhan hoan tat khéa hoc theo quy dinh
clia VNISA.
10. Phuong thirc xac nhan hoan thanh khéa dao tao:
a. Thuc hién bai kiém tra danh gia online qua Microsoft Forms.
b. Két gua hoan thanh khéa hoc dwoc Chi héi VNISA phia Nam xac nhan va g qua
email.
11. Hoc phi (Chwa bao gém 10% VAT):
a. Hoi vien VNISA: 2.000.000VNB/Hoc vién
b. Khac: 3.000.000VND/Hoc vién
12. Théng tin lién hé: Ms. Ngoc Son — Thuw ky Chi hdi VNISA phia Nam - Email:
sonptn@vnisahcm.org - SDT: 035 2687 111

Lwu y: Lép hoc duwoc khai gidng khi s6 luong déng ky dat téi thiéu 40 Hoc vién



