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XUNG POT KY THUAT SO TOAN CAU LA GI ?

St dung cac cong cu ky thuat sd dé gidi quyét tranh chap hoic thuwc hién tan cong ddi tha trén moi trwdng mang!

XUNG DOT DIEN RONG - WORLD WAR

XUNG POT KHU VUC RAT GAN VOI VIET NAM

XUNG POT KHI VIET NAM LA MOT BEN LIEN QUAN
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1. Russia — Ukraine Cyberwar Case Study

2. Rui ro ATTT cho Viét Nam

3. Mot s6 dé xuat, kién nghi
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VNISA 1. Russia — Ukraine Case Study
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@ Chinhtri Thoisy Kinh doanh Thé giéi Giaitri Théthao Sirc khée B&iséng Gido duc Phap luat Xe Céng nghé

189  f zae M & R Theo déi VietNamNet trén Google News

Mang Runet ndi dia cia Nga khac v&i hé théng "Pai Twong Itra” ctia Trung Qudk
bi cho tinh huéng bi thé Iwc thu dich tin céng mang va ho phai ngat toan b két
internet toan cau.

Ké tlr ndm 2019, cac thanh phé trén khap nwéc Nga da va dang thir nghiém cac cach thire

cla hé thdng internet (thwong dwoc goi la Runet) ra khdi mang két ndi toan cau réng 1én hon?
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VNISA 1. Russia — Ukraine Case Study

Y ASSOCIATION

JOINT

CYBERSECUR"Y Cyber threat actors from the following Russian government and milttary organizations have conducted
ADVlSORY TR R e malicious cyber operations against I and/or OT networks:

Co-Authored by: LPWH|TE PrOdUC“D:AAQQ'ﬂOA -l FARI_ At AP A AL 40
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a“it ‘:'f‘, /-\CSC I*I g&mw&iﬁm@m ge?slle’léd;%municglims 0 RUSSIG" Forelgn |nte"|gence SGche (SVR)
| oy Qbaff Main [ntall: Niractarata (CRI Q¢ M
| QY oescan Wipetay  prige o Russian General Staff Main Intelligence Directorate (GRU), 85th Main Special Service
Y Cenie
8 Center (GTsSS)
i o GRU’s Main Center for Special Technologies (GTsST)
Stk T ENCA i S
s 0oy Cae BV » Russian Ministry of Defense, Central Scientific Institute of Chemistry and Mechanics

(TsNIIKhM)
Russian State-Sponsored and Criminal Cyber

Threats to Critical Infrastructure
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g Microsoft

Special Report; Ukraine

An overview of Russia’s cyberattack activityin Ukraine
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Unit 26165 aka APT 28
Russia Data theft
STRONTIUM Phishing (Military targets)
Unit 74455 aka Sandworm
Russia Destruction: FoxBlade wiper;
IRIDIUM CaddyWiper, Industroyer2
RDuEs\;IaOSSG Destruction: WhisperGate wiper

- Data theft
*Suspected GRU .

g Influence operations
affiliation
aka UNC2452/2652
Russia Password spray, phishing
NOBELIUM (Ukrainian and NATO member
diplomatic targets)

. aka Gamaredon
Russia Phishing
ACTINIUM Data theft
Umt.71330 aka EnergeticBear
Rylssia Data theft
BROMINE

. aka Turla
Ruissia Reconnaissance
KRYPTON BRieHiRg
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g Microsoft

Special Report; Ukraine

An overview of Russia’s cyberattack activityin Ukraine

Detected destructive cyberattacks in Ukraine by week

Political-military events

January 13
Intensive
diplomatic
talks between
Russia, US,

February 1

Europe fail. |

President Putin says the US and NATO
completely ignored Russian security
demands, after reviewing written
responses that the US and NATO had
Ukraine, NATO, submitted to Russian demands.

February 17

o

Kremlin said it would be “forced to respond”
with military-technical measures if the US
continued to ignore calls for guarantees that
Ukraine will never be admitted to NATO but
denied plans to invade Ukraine.

.

INVASION BEGINS

February 21

President Putin recognizes
independence of Ukrainian
separatist regions, nullifying
terms of existing Minsk peace
agreements with Ukraine.

February 24
Russia invades
Ukraine.

January  ceeeeeiiiiiiiiiiiiiiiiiiii e } ... February

January 13
DEV-0586 deploys
WhisperGate wiper
to limited number

of Ukrainian government
and IT sector systems.

Cyberattacks

|

January 14

DEV-0586 defaces and an
unknown actor starts a
distributed denial of service
(DDoS) attack on Ukrainian
government websites.

“VINISA is for Secured Information Technology”

T

February 15-16
Russian military
intelligence (GRU)
DDoS attacks against
Ukrainian financial
institutions.

February 23

IRIDIUM deploys FoxBlade
wiper to hundreds of
systems in Ukrainian
government, IT, energy,
and financial sectors.

February 24

External reporting indicates that
the GRU launches a denial of
service attack against Viasat,
disrupting broadband service

to tens of thousands of users in
Ukraine and throughout Europe.
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> 300k hackers tham gia cudc chién chong Nga (theo Netblock)
> Social Attacks - Ukraine vuot troi
> Starlink cta Elon Musk ho tro Ukraine két nGi Internet

©O THE DAY dw.com | @dwnews

powered by Badware's
Threat Intelligence

ATTACK TYPES <
> 7
@& Wweb Attackers

Ukraine says cyber-conflict with Russia unprecedented @ DDos Attackers

Alex Bornyakov ) @ intruders
Deputy Minister of Digital Transformation of Ukraine
@ Sscanners

M) Anamumizere
~ ’,

'IT Army of Ukraine' takes cyber battle to Russia
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Daily Report from Anomali !
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Partner Intel Product: RU Actors Threats to Crit. Infrastructure (Was: Joint Cybersecurity Advisory AA... 21 Apr 2022 12:09
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Cac khu vuc dé bi ton thwong !

Social media

- Phuong thirc va
I cong cu Gay roi

Global Services

- GPS;
- DNS;
- IPX

App Store
- Play Store

5 Security Services

Critical Data Cloud

Infrastructures Services
Z - Vién Thong;
- Dién luc; - MS Azure
- Ngan hang; - AWS

- Dich vu cong;
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2. RUI RO ATTT CHO VIET NAM

XUNG POT DIEN RONG — WORLD WAR

XUNG POT KHU VUC RAT GAN VOI VIET NAM

XUNG POT KHI VIET NAM LA MOT BEN LIEN QUAN
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3. MOT SO KIEN NGHI

G C6 don vi chuyén trach dé danh gia rii ro va xir Iy trong tinh hudng xay ra xung dot
Danh gid mot cach nghiem tic vé cdc anh hwéng trong 3 kich ban
xung dot co thé dién ra dé xdy dung giai phap vng pho

0 Dién tip vé kha ning sinh ton trong méi truong cé lap
Can c6 kich ban dién tdp trong tinh hudng mdt két noi Internet
toan cdu tung phan hodc toan bo

Nang cao ning luc vé ATTT — dic biét 1a xay dung lwe lwong
Can ¢6 quy hoach ré rang vé viéc nang cao nang liec vé ha tang,

ung dung, tinh toan hi¢u nang cao, va dac biét la nhan sy vé

ATTT

Hop tic qudc té thong qua Hiép hdi — Tham gia cac lién minh chién hrgc (Phi chinh phii)

Thuec té chu’ng minh khong mot quoc gia nao don déc cé thé dimg
viing tru’O’c tdn c¢ong héi dong — can c6 sw hé tro tir cong dong
quoc té
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BRANCH OFFICE
Lot E2a-3, D1 St., Saigon High-Tech Park (SHTP),
Long Thanh My Ward, Thu Duc City, HCMC, Vietnam

Tel: (84-28) 73 030 309
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