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Banking
2%

Business services
16%

Consumer services
2%

Content & collaboration 
software

3%

Education
24%

Electricity
2%

Energy
2%

Finance
2%

Government
14%

Headhunting
2%

Hospitality
2%

Hr & staffing
5%

Law firms & legal services
2%

Manufacturing
2%

Payroll
2%

Real estate
2%

Recruitment
2%

Retail
5%

Software
6%

Telecommunications
2%

Transportation
2%

Travel
3%

Utilities & waste
2%
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-
1%

Citrix Netscaler
4%

F5 BIG-IP
4%

HP-UX
1%

Linux
41%

NT4/Windows 98
1%

Windows Server 2003
3%

Windows Server 2008
2%

Windows Server 2012
4%

Windows Server 2016
1%

unknown
38%
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Apache
9%

BigIP
7%

ESF
7%

HP Apache-based Web Server
1%

Kestrel
1%

LiNEX-LB8
1%

LiteSpeed
4%

Lotus-Domino
1%

Microsoft-IIS
14%

cloudflare
19%

polaris
7%

nginx
11%

unknown
18%
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https://metadefender.opswat.com/
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Deep CDR 
engine
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Deep CDR 
engine

ecurity vs. usability
• Security

• Remove all potential-to-have-threat objects
• Usability

• Keep usable content: interactive, active



File parser
Object 

composer
Object 

sanitizer

objects

• image
• script
• embedded file
• hyperlink
• form field

 Sanitize images
 Remove scripts
 Remove embedded files
 Remove hyperlinks
 Sanitize form fields



File parser
Object 

composer
Object 

sanitizer

objects

Our own parsers

• PDF, CSV

• DOCX, XLSX, PPTX

• MP3, WAV, MP4, AVI

• ICS, VCS

• TIFF, WMF, EMF

• OLE, EML, MSG

File parser: key and challenging parts

• Help sanitize every object and detail in the file

• Ensure integrity of file content after reconstruction

• Comprehensive understanding of file structures

• Strong skills on designing and creating architecture

• Cover all possible cases: wide variant, special, exceptional, invalid
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An example with MetaDefender Cloud redirect



Verified by many steganography tools

Original image

Sanitized image
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https://en.wikipedia.org/wiki/Virtual_machine
https://en.wikipedia.org/wiki/Virtual_machine





	Corporate Overview
	Slide 1: Web Application Security in Vietnam
	Slide 2: Agenda
	Slide 3: We Protect the World’s Critical Infrastructure
	Slide 4: 20+ Years of Cybersecurity Innovation and Growth
	Slide 5: 1400+ Active OPSWAT Customers by Sector
	Slide 6: Global Presence, Trust and Support
	Slide 7: OPSWAT In Vietnam

	Web Application Security in Vietnam
	Slide 8: Report on Web Application Security in Vietnam
	Slide 9: Websites with File-Upload
	Slide 10: By Industry
	Slide 11: By OS
	Slide 12: By Webserver

	OPSWAT Solution
	Slide 13: OPSWAT File Upload Security
	Slide 14: Unsecured File Uploads in Web Applications 
	Slide 15: Best Practices for File Uploads in Web Application Security
	Slide 16: Powerful Advanced Technologies
	Slide 17: File Processing Workflow
	Slide 18: MetaDefender Core
	Slide 19: MetaDefender ICAP Server
	Slide 20: MetaDefender Cloud

	Technology
	Slide 21: Technologies
	Slide 22: Multiscanning
	Slide 23: OPSWAT Metascan
	Slide 24: Why Multiscanning
	Slide 25: Improved Malware Detection
	Slide 26: Example
	Slide 27: Faster Outbreak Detection
	Slide 28: Wide Malware Detection Coverage
	Slide 29: Machine Learning Engines
	Slide 30: Proactive DLP
	Slide 31: Proactive Data Loss Prevention
	Slide 32: Features
	Slide 33: Detection
	Slide 34: Redaction
	Slide 35: Remove Metadata
	Slide 36: Watermark
	Slide 37: Deep CDR
	Slide 38: Deep Content Disarm and Reconstruction
	Slide 39: Deep CDR workflow
	Slide 40: Deep CDR workflow
	Slide 41: Deep CDR workflow
	Slide 42: Deep CDR workflow
	Slide 43: Our work
	Slide 44: Recursive Sanitization
	Slide 45: How Can You Know If The File Is Fully Sanitized?
	Slide 46: Hyperlink Processing
	Slide 47: Deep image sanitization
	Slide 48: An example with MS Office document
	Slide 49: Examples

	Success Story
	Slide 50: Thank you
	Slide 51: Q&A


