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KE HOACH TO CHU’C LOP DAO TAO ONLINE KHOA HOC AN TOAN THONG TIN THEO CISSP
(Khéa 2)

Vao thang 07 ndm 2021, v&i tiéu chi gitip cho cac Hoi vién cling nhw cong ddng nang cao mot budc
vé An toan thong tin (ATTT), VNISA phia Nam da tb chirc khoa dao tao vé ATTT véi mot s6 hang muc
chon loc tir chwong trinh CISSP. Trén co s& nhu cau thuc tién cling nhw qua cac y kién phan héi tir
khoa hoc trén, VNISA phia Nam tiép tuc té chirc khéa hoc trwc tuyén “An toan théng tin (ATTT) theo
CISSP” Khéa 2 vao ngay 09 thang 05 nam 2022. N6i dung cla khdéa hoc nay vé co ban van la mot sé
van dé chon loc tir CISSP, nhwng dwoc hiéu chinh véi sw chd trong vao cac bai hoc kinh nghiém thuc
té tai cac doanh nghiép, tdng cwdng cac kién thirc lién quan tdi Security Operation, Service
Organization Control (SOC), phwong phap Zero-Trust trong ATTT,... V&i cac ndi dung chét loc tw
chirng chi cao cap CISSP cua The International Information System Security Certification Consortium
(ISC2) cung kinh nghiém thyc té vé& ATTT, VNISA phia Nam hy vong s& mang t&i cho cac hoc vién
nhirng kién thirc thiét thwe dé nang cao kha nang dam bao ATTT trong méi trwdng lam viéc qua mang,
hwéng téi cung cac doanh nghiép xay dwng mét hé théng CNTT an toan va cé kha néng dap (rng dwoc
chirc nang nhiém vu va/hodc muc tiéu kinh doanh cta td chure.

Quy Hoéi vién vui ldng tham khao ndi dung chi tiét va ding ky tham gia Khéa hoc theo lich chi tiét nhw
sau:

1. Muc dich:

Trang bi cho hoc vién mét sé kién thirc quan trong vé& chinh sach, ky thuat va con ngwdi dwdi goc nhin

clia mot 1anh dao ATTT (IT Manager) ctia doanh nghiép. Qua d6 ngwdi hoc cé thé dwoc gitp ich trong:

Xay dwng mét kién trac ATTT theo tiéu chi tuan tht yéu cdu ctia nganh nghé, quan ly dwoc rdi ro

va hiéu qua trong dau tw.

Nam bt dwoc cac gidi phap cé thé str dung dé giai quyét mot van d& ATTT cla doanh nghiép.
- C6 kha nang trao dbi v&i cac nha cung trng gidi phap va xac dinh dwoc gidi phap phu hop nhat voi
t6 chirc cGia minh.
- T& chirc van hanh mét hé théng CNTT an toan véi cac gidi phap chuan tic, da dwoc thi thach va
minh chirng qua thuc té trén thé gidi.
2. Lich hoc: Khai giang thir Hai, ngay 09/05/2022
e Thoilwong: 18h, trong 6 budi/2 tudn
e Thoi gian: 14:00 — 17:00, Th 2,4,6 tr ngay 09/05/2022
3. Phwong thirc:

Dao tao tryc tuyén thong qua nén tang Microsoft Teams

4. Giang vién: Trinh Ngoc Minh, CISSP #505129
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5. Noi dung: Mét s6 van dé chon loc tir 8 linh vire clia CISSP, tang cwédng cac kién thirc lién quan téi
Security Operation, Service Organization Control (SOC), phwong phap Zero-Trust trong ATTT,... v0i
d&c diém ctia chirng chi CISSP (xem https://www.isc2.org/Certifications/CISSP ). D kién la:

5.1 Quan ly bao mat va quan ly rai ro (Securrity and risk management):
1. ISO/IEC 27000 Series

Intellectual Property

Employee Privacy

Policies, Standards, Baselines, Guidelines, and Procedures

Risk Management
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Business Continuity and Disaster Recovery
5.2 Bao mat tai san (Asset Security):
7. Layers of Responsibility
8. Data Leak Prevention
5.3 Ky thuat va kién tric bao mat (Security Architecture and Engineering):
9. Security Models
10. Systems Evaluation
11. Methods of Encryption
12. Public Key Infrastructure
5.4 Truyén théng va an ninh mang (Communication and network security):
13. Wireless Networks
14. Network Protocols and Services
15. Authentication Protocols
16. Network Attacks
5.5 Quan ly dinh danh va truy cap (Identity and access management_IAM):
17. Identification, Authentication, Authorization, and Accountability
18. Access Control Mechanisms
19. Threats to Access Control
20. Zero-Trust Approach
5.6 Panh gia bao mat va kiém thir (Security Assessment and testing):
21. Assessment, Test, and Audit Strategies
22. Auditing Administrative Controls
23. SOC
5.7 Bao mat trong van hanh (Security Operations):
24. Physical Security
25. The Incident Management Process
26. Investigations

27. Disaster Recovery
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10.
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5.8 Bao mat trong phat trién phan mém (Software development security):
28. Software Development Life Cycle
29. Web Security

30. Database Management

P6i twong tham gia:

Giam dbc/ Trwdng phong An toan Théng tin (Chief Information Security Officer)

Kién tric s mang (Network Architect)

Quan ly/ Tw van/ Phan tich An toan Théng tin (Security Consultant/ Analyst/ Manager)
Giam dbc/Quan ly Céng nghé théng tin (IT Director/Manager)

Quan ly Bao mat dam may (Managing Cloud security)

Ky sw Hé théng An ninh (Security Systems Engineer)

Phwong thirc xac nhan hoan thanh khéa dao tao:

Thuwc hién bai kiém tra danh gia online qua Microsoft Forms.

Két qua hoan thanh khéa hoc dwoc Chi hoi VNISA phia Nam xac nhan va glri qua email.

Quyén loii khi tham gia khéa hoc:

Puoc dao tao bdi chuyén gia hang dau véi nhiéu ndm cong tac trong linh viec CNTT, ATTT.
Puoc giai dap vé cac van dé cla CISSP, ké ca cac van dé khong dwoc lwa chon trong khéa huén
luyén.

DPuoc cip chirng nhan sau khi hoan thanh khoéa hoc tir Chi hoi VNISA phia Nam.

Hinh thirc dang ky: Dang ky tryc tiép qua LINK
Th&i han dang ky: Dén ngay 06/5/2022
Hoc phi: (Chwa bao gdbm VAT)

Hoi vién VNISA: 2.000.000 VND/Hoc vién
Khac: 3.000.000VND/Hoc vién

Thong tin lién hé:

Ms. Ngoc Son — Thw ky Chi hgi VNISA phia Nam
Email: sonptn@vnisahcm.org
SDT: 035 2687 111




